Digital Forensics : Challenges and Opportunities for Future Studies by Montasari, Reza et al.
DOI: 10.4018/IJOCI.2020040103
International Journal of Organizational and Collective Intelligence






Challenges and Opportunities for Future Studies
Reza Montasari, University of Huddersfield, Huddersfield, UK
Richard Hill, University of Huddersfield, Huddersfield, UK
Simon Parkinson, University of Huddersfield, Huddersfield, UK
 https://orcid.org/0000-0002-1747-9914
Pekka Peltola, CAR-CSIC, Center of Automation and Robotics, Spanish Research Council, Madrid, Spain
Amin Hosseinian-Far, University of Northampton, Northampton, UK
 https://orcid.org/0000-0002-2534-9044



















Cloud-Based﻿Services﻿ (CBSs),﻿Cyber-Physical﻿ Systems﻿ (CPSs)﻿ have﻿ brought﻿many﻿ benefits﻿ to﻿
technologically﻿advanced﻿societies﻿(Montasari﻿&﻿Hill,﻿2019;﻿Montasari,﻿2017b;﻿Caviglione﻿et﻿al.,﻿
2017;﻿Pichan﻿et﻿al.,﻿2015).﻿As﻿a﻿ result,﻿commercial﻿ transactions﻿and﻿governmental﻿services﻿have﻿
rapidly﻿grown,﻿ revolutionising﻿ the﻿ lifestyles﻿of﻿many﻿ individuals﻿ living﻿ in﻿ these﻿ societies.﻿While﻿
technological﻿advancements﻿undoubtedly﻿present﻿many﻿advantages,﻿at﻿the﻿same﻿time﻿they﻿pose﻿new﻿
cybersecurity﻿threats﻿(Jahankhani﻿et﻿al.,﻿2014),﻿which﻿have﻿significant﻿impacts﻿on﻿a﻿variety﻿of﻿domains﻿
such﻿ as﻿government﻿ systems,﻿ enterprises,﻿ ecommerce,﻿ online﻿banking,﻿ and﻿ critical﻿ infrastructure﻿
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2009).﻿CSPs﻿and﻿ law﻿enforcement﻿agencies﻿often﻿ face﻿a﻿challenge﻿ to﻿ segregate﻿ resources﻿during﻿




































forensics﻿ for﻿ the﻿ purposes﻿ of﻿ insurance﻿ to﻿ be﻿ a﻿ key﻿ challenge﻿ for﻿ the﻿ industry﻿ (Parkinson﻿ et﻿ al.,﻿
2017).﻿For﻿example,﻿vehicle﻿data﻿can﻿be﻿used﻿to﻿determine﻿driver﻿fault﻿in﻿accidents,﻿through﻿gaining﻿
a﻿comprehensive﻿analysis﻿of﻿what﻿both﻿driver﻿and﻿vehicle﻿were﻿doing﻿at﻿the﻿time.﻿Furthermore,﻿the﻿
survey﻿also﻿highlighted﻿ that﻿vehicles﻿ forensics﻿will﻿be﻿necessary﻿ in﻿understanding﻿accidents﻿ that﻿
occur﻿ involve﻿entirely﻿autonomous﻿vehicles.﻿One﻿paper﻿performs﻿an﻿analysis﻿as﻿ to﻿ the﻿variety﻿of﻿
information﻿available﻿within﻿vehicles,﻿demonstrating﻿the﻿potential﻿for﻿its﻿use﻿in﻿forensics.﻿The﻿vehicle﻿
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relevance﻿of﻿the﻿proposed﻿methods﻿to﻿deal﻿with﻿the﻿data﻿volume﻿that﻿gravely﻿challenges﻿the﻿field﻿
of﻿DF.﻿Therefore,﻿ it﻿ is﻿ of﻿ paramount﻿ importance﻿ to﻿ implement﻿ several﻿ practical﻿ infrastructural﻿
enhancements﻿ to﻿ the﻿ existing﻿DF﻿process.﻿These﻿ augmentations﻿ should﻿ cover﻿ elements﻿ such﻿ as﻿
automation﻿ of﻿ device﻿ collection﻿ and﻿ examination,﻿ hardware-facilitated﻿ heterogeneous﻿ evidence﻿









legitimate﻿ end﻿ users﻿with﻿ additional﻿ security﻿ and﻿ privacy,﻿ at﻿ the﻿ same﻿ time﻿ it﻿ poses﻿ significant﻿
challenges﻿to﻿DFPs.﻿The﻿extent﻿of﻿encrypted﻿file﻿systems﻿is﻿predicted﻿to﻿grow﻿to﻿the﻿degree﻿that﻿they﻿
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3. PARADIGMS FOR FUTURe STUDIeS
As﻿identified,﻿there﻿are﻿significant﻿challenges﻿that﻿exist﻿in﻿the﻿digital﻿forensic﻿field.﻿However,﻿these﻿
challenges﻿present﻿opportunities﻿for﻿new﻿research﻿in﻿digital﻿forensics.﻿In﻿the﻿following﻿section,﻿these﻿






























Therefore,﻿ there﻿will﻿ be﻿ no﻿ need﻿ for﻿ a﻿ hypervisor﻿ to﻿ assign﻿ resources﻿ dynamically,﻿ imitate﻿






International Journal of Organizational and Collective Intelligence




















physically﻿with﻿specific﻿ timestamps﻿while﻿at﻿ the﻿same﻿ time﻿considering﻿ the﻿ jurisdictional﻿ issues.﻿
Digital﻿forensic﻿readiness﻿–﻿or﻿proactive﻿measures﻿which﻿include﻿both﻿operational﻿and﻿infrastructural﻿


























Moreover,﻿ to﻿ deal﻿with﻿ the﻿ forensic﻿ challenges﻿ posed﻿ by﻿ IoT-connected﻿ devices,﻿ cloud﻿
cybersecurity﻿will﻿need﻿ to﻿be﻿ reviewed﻿since﻿each﻿ IoT﻿device﻿produces﻿data﻿ that﻿ is﻿ stored﻿ in﻿ the﻿
cloud.﻿Cloud﻿cybersecurity﻿policies﻿must﻿be﻿blended﻿with﻿IoT﻿infrastructure﻿so﻿as﻿to﻿provide﻿timely﻿
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